NEQATOrAM O UHOOPMALMOHHOW BE3OMACHOCTHU

Korga peyb 3axoaut 06 nHGopMaLMOHHOM 6€30NacHOCTU, OObIYHO Mbl HAYMHAEM AyMaTb O
KOMMbOTepax, CeTax, MHTepHeTe 1 xakepax. Ho gns obpasosaTenbHOM cpeabl Npobaema CTOUT Wwupe: B
orpaxaeHun yyauierocs ot MHGOPMaLMK, KOTOPaa MOMKET HeraTUBHO NOBAUATL Ha ero GopMmmnpoBaHmne
W pasBMTUE, TO €CcTb O NponaraHae pa3nnYyHOW HanpaBAeHHOCTHU.

MoHaTne nHpopmaumnoHHO 6esonacHOCTH

Mog HPopMaLMOHHO 6e30NacHOCTbI0 NOHUMAETCA 3aWULLEHHOCTb MHPOPMALMOHHOW CUCTEMbI OT
C/ly4aliHOro nau npeaHamepeHHOro BMeLIaTe 1bCTBa, HaHOCALLEro yilepb BaagenbLuam nnm
no/sib3oBaTenam MHbopmaLmm.

Ha npakTuKe BaxKHENLUMMM ABAAIOTCA TPU acnekTa MHGOPMaUNOHHOM be3onacHOCTH:

e  [OCTYMNHOCTb (BO3MOXHOCTb 33 pa3yMHOE BpemMs Noay4uTb Tpebyemyro MHGOPMALMOHHYIO
ycnyry);

e  LIe/IOCTHOCTb (aKTyaNbHOCTb M HENPOTUBOPEYMBOCTb MHPOPMaLMK, ee 3aLULLLEHHOCTb OT
pa3pyLIeHnNn N HECAaHKLMOHMPOBAHHOIO U3MEHEHUSA);

e  KOHPUAEHUMANBHOCTb (3aLMTa OT HECAHKLMOHNMPOBAHHOIO NPOYTEHMUA).

HapyLIJEHWr'I AOCTYNHOCTHN, LLEeNTIOCTHOCTU U KOH(I)VI,CI,EHLI,MaJ'IbHOCTVI MHd)OpMaLI,MVI MOryT 6bITb BbI3BaHbI
Pa3INYHbIMM ONaCHbIMU BO3A€I>'ICTBMHMM Ha VIHd)OpMaLI,VIOHHbIe KOMMNbOTEPHbIE CUCTEMDI.

OCcHOBHble yrpo3bl UHPOPMaLMOHHOM 6e3onacHocTU

CoBpemeHHas MHPOPMaLMOHHAA cUcTEMA NpeacTaBaAseT cob0l CNOXKHYIO CUCTEMY, COCTOSALLYIO U3
60/1bLIOro YNC1a KOMNOHEHTOB Pa3/IMYHOM CTENEHM aBTOHOMHOCTW, KOTOpPble CBA3aHbl MexXay cobol 1
obmeHnBatoTCA AaHHbIMU. MPaKTUYECKN KaXKabli KOMMNOHEHT MOXKET NOABEPTrHYTbCA BHELIHEMY
BO3AEMCTBMIO UM BbIATU U3 CTPOA. KOMNOHEHTbI aBTOMaTU3NPOBAHHOW MHPOPMALMOHHOM CUCTEMDbI
MOXHO pa3buTb Ha cieayroLme rpynmnbl:

AnnapamHsie cpedcmad. ITO KOMMNbIOTEPBI U X COCTaBHbIE YacTM (NPOLEeCcCopPbl, MOHUTOPSI,
TepMUHabI, NnepndepuitHble yCTPONCTBA — NPUHTEPDI, KOHTPOJIEPbI, Kabenu, IMHUK CBA3M U T.4.);

MpozpammHoe obecnevyeHue. ITo NpuobpeTeHHbIe NPOrPamMmMbl, UCXOAHbIe, 0O bEKTHbIE, 3arpy304Hble
MOAY/IN; ONepaLUOHHbIE CUCTEMBI U CUCTEMHbIE NPOTPaMMbl (KOMNUAATOPbI, KOMNOHOBLLMKA U 4p.),
YTUAWTBI, AMArHOCTUYECKME NPOrpaMmmbl U T.4.;

JlaHHble, XxpaHMble BPEMEHHO M NOCTOAHHO, Ha AMCKaX, GA3LWKax, NevyaTHble, apXmBbl, CUCTEMHbIE
KYpHanbl U T.4.;

llepcoHan. Nonb3oBaTenun, CUCTEMHbIE AAMUHUCTPATOPbI, NPOrPaMMUCTbI 1 Ap.

OnacHble BO3AEI7ICTBI/IF! Ha KOMMNbHOTEPHYHO MHd)OpMaLI,I/IOHHyIO Cncremy MOXXHO noapasae/sinTb Ha
cnyqaﬁHble M npegHamepeHHble. AHANM3 ONbITa NPOEKTUPOBAHMA, N3TOTOBAEHUA MU SKCNAYaTaLUmn
MHd)OpMaLI,MOHHbIX CUCTEM MOKa3biBaeT, YTO VIHd)OpMaLl,VIH noasepraerca pa3/iMty4HbiMm CﬂyHaVIHbIM
BO3A€I7ICTBI/I‘FIM Ha BCeX 3Tanax ymnkna Xn3Hm CUCtembl. an‘-II/IHaMM Cﬂy‘-laﬁHbIX BO3,CI,€I7ICTBI/II7I npu
IKCNayaTauunnm moryrt 6bITb:

e aBapWMHble CUTYaLMM MU3-32 CTUXMIAHBIX BEACTBUI U OTK/IIOYEHWUI SNEKTPONUTaHMUS;
e OTKa3bl M cbou annapatypsbl;

e OWKBKKU B nporpaMmmHOM o6ecnequvw|;



e 0owWMbKM B paboTe nepcoHana;
e MOMEeXM B IMHMAX CBA3KN U3-32 BO3AENCTBUIN BHELLHEN cpeapbl.

MpefHaMepeHHble BO3AENCTBUA — 3TO LiesieHanpaBAeHHble AeNCTBUA HapywmnTens. B kayecTtee
HapyLWMTeNa MOryT BbICTyNaTb CYXKALLMA, NOCETUTENb, KOHKYPEHT, HAEMHMUK. [lecTBMA HapyLwmTena
MOryT 6bITb 06YCN0BAEHbI Pa3HbIMU MOTUBAMM:

e HeAO0BOJ/IbCTBOM CAYrKaLLLEro CBOeM Kapbepo;
e  B3ATKOW;
e N106ONbITCTBOM;
e  KOHKYpeHTHoW bopbboit;
e CTpPeM/IeEHMeM CaMoyTBEPAUTLCA /1I0O0I LLEHOA.
MOKHO COCTaBUTb F’MMNOTETUYECKYIO MOE/b NOTEHLMANBHOIO HapyLIUTens:
e KBanMdMKaUMA HapYLWUTENS HA YPOBHe pa3paboTumKa AaHHOM CUCTEMBI;
e HapywuTenem MoxeT bblTb KaK MOCTOPOHHEE NNLLO, TaK M 3aKOHHbIM N0/b30BaTE/lb CUCTEMbI;
e  HapyLMUTeNo U3BEeCTHa MHbOPMaLMA O MPMHLMNAX paboTbl CUCTEMBI;
e HapywwuTenb BbibMpaeT Hanbonee cnaboe 3BEHO B 3aLUUTE.

Haunbonee pacnpocTpaHeHHbIM U MHOTO06pPa3HbIM BUAOM KOMMNbIOTEPHbIX HApYLEHWI ABAAETCA
HEeCaHKLMOHNPOBAHHbIN A0CTyN. HecaHKLUMOHNPOBaHHbIN A0CTYN UCNob3yeT Ntobyto oWnbKy B
cUcTEeME 3aLLMTbI U BO3MOKEH MPU HepPaLMOHaNnbHOM BbiIGOpe CPeacTs 3alLmMTbl, UX HEKOPPEKTHOW
YCTaHOBKE M HACTPoOMKe



